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1 GDPR Compllance Statement

Ballygarsan Mational School has at s core a dedlre @ promote and pratect the dignity of every member of [ts
achoal cammunity including studenis, staff and parents, This Includes respect for the protection of data stored at
thie school and for the right of access to this data. This policy is informed by these aspirations and alsa the General
Cata Protection Regulation of 2016 (GOPR), The policy applies to all scheol staff, the Doard of Management,
paranta/guardians, students (including prospective students), applicants for pos|tions within the school and service
proviclers with accoss (o school data.

Ballygarvan MNational School is aware of |is respansibilities as a Data Controller of personal data under GOPR. The
school has been briefed as to its scope and Implications for our school, All Ballygardan Mational School staff and
employees who will be invalved In processing persenal infermation will be infarmed appropriately as to thelr
duitios with redpect ta GRPR in thelr day to day work.

As a school, we hive always been committed to high standards of data protection, information security, privacy
and transparency, Rallygarvan National School respacts the privacy of students, stalf and visitors to the schoal and
Is committed to protecting thelr personal data.

We will safeguard the personal information under our remit and develop a robust data protection regime that s
effective, fit for purpose and demanstrates an understanding and appraciation of the GDPR.

Dur GOPR Principle;

Wao will praceys all persanal data fairly and lawiully;
We will only process personal data for specified and lawful purposes;
W will endeavour to hold relevant and accurate personal data, and where practical, wa will keep this up
1o dati)

= Wi will not retain personal data for longer than is necessary;
we will kisep all personal data secure;

= Wi will endeavour to ensure that personal data is not transferred to countries outside of the Eurapean
Econamic Area (EEA) without adeguate pratection.

The detalled arrangements for achieving these objectves are set oul in the maln body of this policy. Tha Principal
together with the Board of Management has overall responsibliity for data protection at the schoal,

This policy requires the co-operation of all staff, visitors, contractors and others to enable Ballygarvan Matignal
School to discharge its responsibilities under the GOPR,

Ballygarvan National School (s committed to upholding the standards outlined in this policy. Sufficient authority

and resources, both financlal and otherwise, will be made available to enable the school to carry oul their
fesponsibilities under the GOPR, All staff and employess will be made aware of and have access to this policy,

The Policy will be reviewed annually in light of experience and future developmants within the schoal,

r :
‘/LF"f__f,‘-E;E- .é . %ﬂ!lﬁhd: igé;ﬂd ii:;é
of Management Principal

Date: _,_.!'E TLI;:LE 2019 Date: f?’f‘-‘l i ?{m} 2019
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2 Scope

This policy states the cammitmant of Ballygarvan Mational School to comply with the ELI GOPR as a Data Controller
and with other relevant legislation, It applies to the personally identifiabale information of EU residents such ai

staff, students, job applicants, and third parties communicating with Ballygarvan National School as Data Subjects
urighir the purview of the GOPR,

It applies directly to functions of Ballygarvan National School which collect or process personally identifiable
information ai part of normal aperationd. It also applies to external parties who act a5 Data Processors on bahalf
of Ballygarvan Mational Schoal,

3 Legal Obligations

I the additon 1o our ebligations under GDPR, the implementation of this palicy takes intg account the school's
other legal abligations and responsibilites In the Public intereit. Some of which are directly relovant to data
protection;

s LUnder Section 9(g) of the Cducation Act, 1990, the parents of a student, or a student who has reached the age
of 18 years, must be given sccess to records kept by the school relating to the progress of the student in thelr
aelLcat o

= Under Sectlon 20 of the Education (Welfarel Act, 2000, the school must malntain a register of all students
atrending the Schoal;

& Under section 20(5) of the Education (Welfare) Act, 2000, a principal s sifliged te notify certain infarmatian
relating to the child's attendance in school and other matters relating to the child's educational progress to the
principal of anothar school to which a student i3 transferring;

= Under Section 21 of the Education {Welfare) Act. 2000, the school must record the attendance or non-
attendance of students registered at the school on each school day;

s Under Section 28 of the Education (Welfare) Act, 2000. the School may supply Persanal Doto kept by it to certain
prosoribed bodies (the Department of Education and Skills, the Mational Education Welfare Board, the Mational
Coungll for Spocial Education, ather schoals, ather cantres of education) provided the School is satsfied that it
will be used for a "relevant purpose” (which includes recording a person's educational ar iraining history ar
monitaring their educational or training progress in order to ascertain how best they may be assisted in availing
of educational or raining epperunities ar in developing their educational potential; o for carrying out
research into éxaminations, participation in education and the general effectiveness of education or training);

= Under Section 14 of the Education for Persand with Spedial Educational Meeds Act, 2004, the school is requlred
te furnish ta the National Coundl far Special Bducation {and i employess, which would inglide Special

Educational Needs Organisers {"SENOs") such information as the Council may fram tima ta time reasonably
FRCjLBAL

# The Freedom of Information Act 1997 provides a qualified right to access to information held by public bodles
which does not necessarily have to be “parsonal data® as with data protection legislation. While schools are not
currently subject to fresdom of infermation legidlation, if & schaal has furnished information te & body covered
by the Freedom of Information Act (such as the Department of Education and Skills, etc,) these records could
ba disclosed if a request is mada to that body,

& Under Chifdren First: National Guidance for the Protection end Welfore of Children {2017) published by the
Department of Children & Youth Affalrs, schools, their boards of management and their staff have
respanilbilities ta report child abuse ar neglect te TUSLA - Child and Family Agency (or in the event of an

emergency and the unavallabllity of TUSLA, to An Garda Slochina),
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4 GDPR Principles

4.1  Principle 1: Lawfulness, fairness and transparency

Ballygarvan Mational School bolloved in aperating aur schoal fairly and ethically and this will axtend to all persanal
data held for those purposes. Subjects will be informed when data is being collected, and at the same time
informed what we will use that data for, We will engure that appropriate technical and arganisational measures
ard in place to secure that data,

Collection and procesiing of data will bi transparent. Priviicy notices relating te data rights will be published as

appropriate in plain English and will be structured whiere relevant to improve accessibliity of this infarmation to
data subjects. Persons will be clearly advised of their rights also.

4.2 Principle 2: Purpese Limitatien

Personal data collected by Ballygarvan Mational School will be processed only for the purpose for which It was

collected. In the evant that this purpose should change, data suljects will be informed within the 30-day regulatory
pericd and consent sought for that change,

4.3  Principle 3: Data Minimisation

Ballygarvan Matlonal School will collect only the minimum quantity of personal data to carry out a particular task.
Where appropriate, potential data subjects will be requested not ta provide unwanted oF inappropriately sendithe
poisanal infarmation,

44 Principle 4: Data Accuracy

Ballygarvar Matlenal Sehool will make every effort to ensure that dubjects’ infarmation i acourate and up to date,
fallygarvan Kational Schoal will endeavour to ensure via appropriate levels of staff training that it s transcribed
accurately, ITit s not possible for subjacts to correct their data personally, data can be correctad by contacting the
Maln Office,

4.5 Principle § Storage Limitation

Ballygarvan National Sehoal will atore and retain personal data anly whils there is a valld and lawful bagis to do 1o,
Parsanal information will be deleted whan it 18 no longer required for the purposes for which it was collected

Where systems do not allow daletion of all records relating to an individual, records will be anonymised by
replacing personal Infermation flelds with substituted ganeric text,

4.6  Principle 6: Integrity & Confidentlality

Paraansl Data shall be processed securely Le, in a manner that ensures appropriate securlty of the Personal Data,
including protection against unauthorised or unlawful processing, accidental loss, destruction or damage.
Ballygarvan National School will use appropriate technical and srganisational measures 1o ensure the Integrity and
confidentiality of personal data s malntained at all timas,

4.7  Principle 7: Accountability

Ballygarvan Mational School is responsible for, and is able to demonstrate compliance with GOPR, This means
Ballygarvan National School will demonstrate that these Data Protection Principles (as outlined here) are met for
all Personal Data for which it i4 responsible.
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5 Data Subjects Rights

§1 Mights of Data Subjects
Mallygarvan Matianal School racognises the following as the rights of Data Subjects n certaln circumstances:

= Tha right to make Subject Access Requests (SARs);

= The right to have inaccuracies corrected (rectification};

e The right to have information erased (right of erasure),

= The right to restrict the processing of information (restrictian);

#  The right to be Informad on why parsonal data is processed (notification);
= The right to Data Partability,

#  The right to object to processing of persanal data (olject);
= The right not 1o be subject 1o decisions based on automated decision making,

5.2 Right of Access (Also known as a Subject Accods Request)
Data Subjects have the Right to obtain:

#  Confirmation that their data s being processed;
= Access 1o their personal data;

#  Dther supplementary infarmation;
Right of access requests must be responded to within ane month through the Principal,

51 Right to Rectification

Data Subjects are entitled to have thelr persanal data cectified iT 1€ 18 inaccurate of Incomplete, IF the information
In quastion has been disloted 1o a third party the Data Controller must inform thim of the requast for rectification
where possible. The Data Subject |s also entitled to be informed of the third paities o wham the data has been
diselosad, where appropriata,

Rights to rectification must be responded to within one month,

5.4 Right 1o Erasure

This Right [s alse known a3 the 'Right to be Forgottern'. It enables Data Subjects to request the deletion or removal
of personal data where there |s no compelling reason for its continued processing by the Data Controller,

The Right to Erasure applies in the following circumstances;

& The personal data = ne longer necessary in relation 1o the purpose for which iCwas originally collecied;
= The processing was based on consent, and the Data Subject has now withdrawn thelr consent;

# Thi Data Subject objects to pracessing and there is ne overriding legitmate interest of the Data Controller,
= The data wid being unlawlully procesied;

= The data must be erased to comply with a legal abligatian;

On receipt af this request, we will earry out an assessment of whether the data can be erased without affecting
thia ability of the School / Department of Education to provide future services to yau or 1o meat (L Stalutory
obligations for axample under thee National Archives Act, 1986,

LN
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55 Right to Restriet Processing

Thae Right ta Restrict Processing applies in the following clreumstances;

= Whin a Data Subject contests the accuracy of their personal data, then processing should be restricted o
storage anly untl accuracy s verified;

»  When a Data Subject objectd to procesding which it belng carried out for the reason of performance of 4
task In the public interest, then the Data Controller must restrict processing (o storage anly whilst they
condlder whather their lawful basis for proceasing override the Rights and freedoms of the individual;

«  Whan processing |8 unlawiul and a Data Subject opposes the use and requests restriction o storage
inataad;

«  Whaen the Data Controller no longer neads the peisonal data but the Data Subject requires it for tha
purpose of, or in the defence of a legal claim,

When this Right is exercised, Ballygarvan Mational School will carry out an assessment of whather the data can be
restricted without affecting the ability of the School / Department of Education to provide future services ta you,

& Right to Data Portability

This Right allows individuals to obtain and reuse thelr pardonal data for thelr ewn purposes across different
services. It allows the individual to mave, copy or transfer personal data easily from one service provider to another
ir & safe and secure way In a comman data farmat eg, pef file,

Thee Right to Data Portabllity applies in the following circumstances:

= Whan the parsonal data wis provided to the controller directly by the Data Subject;
& Where the processing 15 based on consent or performance of a contract;
= Whaen procesting i carrled out by autemated maans.

57 Right to Ohject

Individisals have the Right to object o processing based o

= Logitimate interest or porformance of a taak in the public intereitfexerclse of official authority dneluding
profiling;

s [irect marketing (including prafiling);

= Processing for the purposes of sclentfic/historical research and statistics,

58/ Rights In Relation to Autematic Daclslon Making and Prafiling

This Right provides safeguards for individuals against the risk that a potentially damaging decision Is taken without
human intarvention, The Right not to bi subject 1o a decition appliss when!

It Is based on automated processing

It praduces legal/ignificant effects on the individual not apply If the dedsion;

Is necessary for antering into or parformance of a contract Is authorised by law;
Is baned an expliclt consent;

= Does not have a legal/significant effect on the data subject.

AL present thare it no automated processing within the Department of Education.



Data Protection Policy

6 Responsibilities

6.1

Board of Management

implemant appropriate technleal and organisational measures and be able to demanstrate that data processing
is performed In accordance with the Regulation; review and update those measures whare necessary considering
at all timas {with regard to the processing of persanal datay

Lawfulnass, falrmess and transparency;
Purpose imitation;

Bata minlmisatian;

ACCUTACY;

Storage limitation,

Intagriey and confidentiality,

In addition o this:

Roview and apprave the Data Protection Policy

Supporting the Principal in the implementation of this policy;

Review the implamentation, effectiveness and compliance with policies, procedures and protocals;
Ensure Data Protection lssues are an Agenda item at BOM mastings,

Ensuring that personal data discussed at Board of Management Meetings is never disclosed to any
unauthorised parions,

Ensure that handwritten netes are never taken at the BOM Meeting

BOM Minutes are handed back to the Principal at the end of each BOM Maating

whare BOM minutes are circulated electronically that this data is kept safe and secure,

Principal

Ensuire the policy Is communicated & implemented throughout the school;
Erviure personal data ig collected and processed in accordance with this policy;
Ensure that the basic principlis of data protection s explained o staff. This will be done during staff
Induction, stafl meetings and via the staff handbook,
Endure that there are regular updates 1o data protection awareness, 56 that data protection is a "llving"
pracess aligned to the school's othes,
Periodically check data held regarding accuracy,
Driving privacy and data protection swareness |n the school;
ldartifying tralning nesds and arranging for Fefresher raining sessions,
Excalating appropriate issues to the Board of Managamant,
Taking appropriate preventative actions to mitigate the risk of data breaches arising
Spearheading the responde te any data breach (followling the data breach pruturnl};
Dus diligence of service providers (data processors) prior te any service provider being retained,
Ensuring adequate assurances of GDPR compliance are obtained,
Enduring appropriato written contracts in place with all service providers;
Ensure that Record-keeping of data pratection itemd |8 carried oul;
Board of Management Meetings:
= Enaure Meeting Minutes and records are kept secure in locked filing cabinets at all times;
& [nsure that electranic versions of Maeting Minutes are Eept secure in password protected folders,
= Ensure minutes that identlfies vuinerable persons or particularly tenditive data 8 anenymized
whare possibla,
& [nnure that information (s kept Secure at all dmes and that the information |5 disposed of as soon
&% could be reasonabily expected,
Pariodic réviews of all data protection arrangemants sre carried out,

L
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6.3 Administration Staff
63,17 General

Adhers to the valuss and standards set farth in this Policy, and comply with relevant achool procedures,
Request clarification If there is uncertainty. Read and sign acknowledgement of this policy;

Correcting Personal Data known to be Incarrect, inaccurate, incomplete, amblguous, misleading or
outdated, sven If the Data Subject does not request rectification;

Keeping Personal Data only as per the Retention Poliey to satisfy the permitted uses;

Ensure data related to students, parents and staff is accurately processed in accordance with this palicy;
Keep the Main Office clean and tidy;

Erisure that perscnal data i4 net visible @ others {o.g. leaving files on desk),

Keep personal data out of sight of visitors ta the Main Office;

Enaure that thair computer scraen is not visible to visitors to the Maln Office;

Diligence and attention-to-detall whan entering data on to the School administrative system;

Kep the data accurate, complete, and up-to-date;

Ensuring filing cabinets and office door (s kept locked when not in use;

Prapare post with high levels of diligence and attention to detail. Ensuring that the correct letter (s put
in thie correct envelope, Develaping post protocol checklist (o double-checking enclosures, envelope
COLRLS, ate);

eep anti-virus and anti-malware software ug to dat;

Respect access-permission levels, never looking Into flles/records to which you have no genuing
employmaent reason for accessing, adhering to the principle of "need to know",

immuediately notify the Principal if anyone attempls 1o obtain unauthonsed access to personal data;

6.3.2 Subject Access Request

L]

jdentify data subject requests when they are received (by letter, emall etc), If recelved by telephone,
azking the person to put thelr regquaedt in writing vaing the *Subject Access Request Form", Ensuring that
all such requests iwhether by phone, in persan or by emall or inoweiting) are immadiately escalated o
tha Principal without dalay;

Balrg cautious about requists for infarmation: whore a request for personal data is received, asking this
requester ta verify thelr identity, ascertaining whether the requedter is legally entitled to obtain the
personal data,

633 Emall

Prepare emails with high levels of diligence and attentian to detall Le. Ensuring that the correct email
address is entered; Using “bec” instead of “to” fleld where appropriate; Encrypting emails where
apprapriate;

If emalling to a group, verifying who the members of the group are;

Be cautious and suspicious if an email asks you to click on links or open an attached documant {even if
frarm a famillar sender from a genuine emall address)

6.3.4 Phishing / Malware

=

Engure that data are kept safe and secure, Use Srong passwords (12 characters, mixture of
alphanumeric, uppar- and lower-case, and symbols e, %, £ & etc) and change them regularly, Mever
share login credentials. Never allow someone else to see you entering passwords (particularly
studentsly

Ursure passwords are unique (e, do net uie the 4ame password for your PayFal account as for your
Aladdin account eLc);

Baing suapicious: alert to possibility of impersonation, trickery, deception, phishing, sadial anginearing

"
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Data Protection Pollicy

Teaching Staff
General

&

fead and sign acknowledgemant of this policy;

Adhere to the values and standards set forth In thi= Palicy, and comply with relevant schaol proceduras,
Requast clarification if there is uncertainty;

Chack that any infarmation that they provide In connection with their employment |s accurate and up
to date:

Adherence to high standards of ethics and professionalism In all data entries (e.g. when entering notes
about & student on any system);

frsure personal data is kept safe and secure, and s not disclosed elther verbally ar n writing,
accidentally or otherwise, to any unauthorised third party;

Enauire parsonal data related 1o students is aceurately processed in accordance with this policy,
Immiediately notify the Principal If anyone dttempts to obtain unautharised access 1o personal data;
Ensure personal data (particularly sensitive personal data) s never brought off-site permission from the
Principal is first recaived,

Ansisting the Principal with access requests,

Handwritten Notes / Paper Records

Handhwiritten Mated can be 1ot or miglaid (whether in a journal or otherwise).
Staff are urged to use the functionallty provided an Aladdin and ather schoal systarma for taking daily
FECOFOS @I
Staff are advised that they have 4 aptiens whan taking handwritten notes;
= |If appropriate, the information on the note should be transfarred te Aladdin, and tha note
shradded or,
s Mot 8 acanned and saved on the school's cloud Into a secure folder, and the note shredded
ar,
= Mote is transferred to the students filis in a secure filing cabinet in a lackad office ar
Staff are urged to use the functionality provided on Aladdin and other school systems for taking dally
nated & recards
Infarmation requirad for Parent Teachor Mestings may be printed off Aladdin for that speciic purpose
providing that the teacher keeps that information secure at all imes and that the information Is
shredded as soon a3 could be reasonably expected. Under no circumstances will teachers be permitted
t take this infarmation off the schesl premises,

Electronlc Records

Ersire that pericnal data (s not visible (o others (o, never display Aladdin on a projector of leave your
computer when logged Into Aladding

5chool cloud has been provided to ensure avallability of data, allowing appropriate back-ups to be made,
eriuring accauntability, transparency, as wall 45 keeping data safe and secure, 8. Stff are urged 1o
use this infrastructures;

Whan working with personal data, all stalf must ensure that the screens of thelr computers / tablets /
apps arg always locked / logged out when left unattended,

Mevir storing personal data relating to school budineid an unapproved devices or systems (e, peracnal
smartphones, tablets, cloud storage accounts, usb sticks, hard drives ote.)

Only school supplied software is permitted for the recording /storage of personal data at the school.

L
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644 Imalls

Prepare emalls with high levels of diligence and attention to detail e, Ensuring that the correct emall
addresd (s enterad,; Using *boc” instead of “to” field where appropriate;

Lirnit identifying persens in emalls £ atachments where at all possible;

Where emalls and attachments contain sensitive personal infarmation, staff are required to encrypt
these emails. Attachments including sensitive persanal Information should be password protected |.e.
ensuring only the recipient(s) with a password can open and access the contents of the email,
Encrypting emalls where appropriate for other uses including the use of “Do Not Forward” et

Data ahauld be endrypted before being transferred electronically whore appropriate;

Staff will not save copies of persanal data te thelr own personal computers, phones, tablets, USH dticks,
Hard Drives;

64.5 Records

Remambaring at all timex that the persan abaut whom you are writing may have the right to abtain
coples of th data;

6.4.0 Social Media

Maever sharing work-related data on unapproved systems (0.4, talking about a student In a teachers Viber
I WhatsApp group);

6.4.7 Phishing / Malware

Baing suspicious: alert to possibility of Impersonation, trickery, deception, phishing, soclal engineering
e,

Mever signing the School up to any apps or software relating to school business, or requiring studenis
to engage with apps/software without the prier written approval of the Principal;

Use strong passwords (812 characters, mixture of alphanumeric, upper- and lower-case, and symbols
e W, £, & otc,) and change them regularly, Never share log-n credentials, Never allow someone alse
1o S8 you entering passwords (particularly studental);

Ensure passwords are unique (e.g do not use the same password for your PayPal account as for your
Aladdin account ete)
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SEN Team

Adhere to the values and standards set forth in this Policy and comply with relevant school procedures,
Bequest clarification if there 1 uncertainty;

Adherence to high standards of ethics and professionalism |n all data entries {e.g, preparing PPRs)
Taka all reasonable meadures to dedure seniitive perdonal infarmation regarding students Le. securing
peychological assessments in secure flling cabinets, notes and records, ensuring your laptep or dedkiop
computer is password protected and you log out aach tme you leave it

Wher Individual Education Leaning Plans (IELMS) ar Personal Pupll Plans (PPPs) are propared, snsure
that access to that folder(s) on the cloud |5 password protected to provent unauthorised acoess, Ensure
that the distribution of IELP's / PPP's is done so securély and on 8 'nesds know' bas(s,

Whare appropriate, refer (o dtudents in PP, Support Pland, [EP'S, ABC Charts etc. by POD numbar,
Ermuring that at all timaes, the Learning Support Reom & Filing Calbinets are locked whan nat in use,
Remembering ot all tmes that the person about whom you are writing may have the right to obrain
caplas of the data;

Ensure anly relevant teachers are provided with access to sensitive perional information relating ta a
student;

Diligence and attention-ta-detall when entering diata on the student's file (Data sccurate, complete, and
up-la-date);

Ensura that any handwritten notes in any notebook 15 secured 0 a locked filing cabinat whan not in use,
Engure Communlcation lags with parents are documanted on the Aladdin software (to ensure availability
af data, ensuring accountability, transparency, as well as keeping data safe and secure, el

When sharing Information with Post Primary Schools e, NCCA Passport, this will be done securely La,
encrypted emall with pasiword protected attachments 1o the reciplents school emall address; The
paniward shauld be provided aither verbally in paraon £ on phane But never with the emall being sent,
Retaining only those student SEN records which may be needed to demanstrate the duty of care
discharged to students during thelr tme at the schoal;

Barirg susplélous alert to pessibility of imperdonation, trickery, deception, phishing. socal engineering
oto,;

Ensure personal data (particularly sensitive personal data) is never brought off-site unless appropriate
ateps are taken (o protect the data in motion e.g. stored securely on an encrypted laptop,

Mever staring personal data relating to schoal Busineds on unapproved devices of systems (4. peraonal
smartphones, tablets, cloud storage accounts, ush sticks, hard drives oie.);

Use strong passwords (8-12 characters, misture of alphanumaeric, upper- and lower-case, and symbols
o W, B & oete,) and change tharm regularly, Nover abhare log-in eredentials, Mever allow someone elie
to see you entering passwords (particularly studentsiy

Ensure passwords are unlgue (&g do not use the same password for your PayPal account as for your
aghaal accaunt ste);

Immidiately notify the Principal it anyone attempts to obtain unauthorised access to parsonal data;
Assisting the Principal with subject access requests,
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SNA's

Adhere to the values and standards set farth In this Pollcy and comply with relevant schogl procedures,
equest clarification if there |5 uncertainty,

Adherence to high standards of ethics and professionalism in all data entries (e.g. preparing PEF)
Take all reasonable measures to secure sensitive personal iInformation regarding students Le, securing
periitive data relating to students in decure filing calinets, noted and records, ensuring your laptop or
desktop computer |s password protected and you log out each time you leave it

Whare Individual Education Leaning Plang (IELFs) or Personal Pupil Plans are prepared, ensure that
aeciny b that falder(s) on the 4erver I8 passwerd protecied to prevent unauthorised access, Ensura that
thie distribution of IELP's / PPP's |s done 5o securely |

Enauring that at all times, the SEM Room Office & Filing Cabinets 15 locked when not in use,
Ramembiaring at all tmes that the perden about whom you are wilting may have the right o obain
coples of the data;

Ensuire only relevant teachers are provided with access to sensitive personal infarmation relating to a
sttt

Diligence and attention-to-detall when entering data on the student's file (Data accurate, complete, and
Ljto«data),

Engure that any handwritten notes In any notebook are transferred o the students file as soon as
possible (to ensure availability of data, ensuring accountabllity, transparency, as well as keeping data
safe and seclire, #1c)

Mever staring peraonal data relating to achoal budiness on unapproved devices or aystems (e.§. personal
smartphanes, tablets, cloud starage accounts, ush sticks, hard drives ate,);

Use strong passwords (812 characters, mixture of alphanumeric, upper- and lower-case, and symbols
i B 0, & ate) and charge them regularly, Never share log-n credentials, Mever allow someone ¢lie
to see you entering passwords (particularly students));

Ensure pasawards are unlque {e.g. do not use the same password for your PayPal account as far your
schoal Afcaunt alel

Immadiately notify the Principal if anyoene aitermpts (o obtain unauthorised access to personal data;
Agsisting the Principal with subject access requests,

IT Coordinator

Supporting the Board of Management and Princlpal in implementing GOPR best practice at the school;
Establish and supporting good organisational practices regarding 2 Factor Authentication for logging
inte school apps.

Establish and support good organisational practices regarding minimum strength passwards (812
charactirs, misture of alphanumeric, upper: and lower-case, and symbols e.g, %, £, & etc.) for all school
accaunts and enforce regular updates / changes far staif

Establish and suppaort good organisational practices regarding backups for school supplied desktop and
laptop compuitirs.

Establish and support good organisational practices for encrypting laptops and deiktops ai neaded;
immadiataly notify the Principal If anyene attempts o obtain unauthorised access to personal data;
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Website / Social Media Coordinator

-

Exercise due care whan posting photographs on the school's saclal matdia channels;

Ensuring that photos are never shared on social media channels where cansent has not been recelved
from the student’s parent / guardiar;

When posting photographs, using the student's first name enly on our school webisite, on secial madia
ar in brochires, yearbooks, newsletters, local and national newspapers and similar school-related
productians,

Deleting photographs off their personal device once emalled / posted an the scheols secial madia
thannela;

Use strong pasiwords (8-12 characters, mixture of alphanumeric, upper- and lower-case, and symbols
o W, & ete) for all seclal madla / website accounts and change them regularly, Never share log-n
cradentlals e, same password for personal soclal medla as school secial medla accaunts,

immediataly notify the Principal if anyone attempts to obtaln unauthorised access to personal data;

Caretaker & Cleaners

W W W W W

Adhara to the values and standards set forth in this Palicy and comply with relevant school procedures,
Roguest clarification IT there 15 URCerainy,

Ersure the security of schoal bulldings Le, lcking gates, locking doors;

Ensure alarms are switched on each evening and working;

Engure that only authorised persons have access 1o School bulldings;

Storage of confidential wastepaper untll it 8 decuraly sbradded,

Report any personal data breachaes immiediately to the Principal;

Camply with and give asslstance during audits, spot-checks, and Inspactions,

Data Processor

-

Process personal data only on documented instructions from the controller, including with regards to
tranafars of data outaide the EEA;

Ersure that persans authorised to process the persenal data have committed themselves o
confidentiality or are under an appropriate statutary obligation of confidentiality;

Take all measures pursuant to Article 32 on security of processing,

Rexpect the conditons for enlisting another procosior;

Asslst the controller by appropriate technical and organizational measures for the fulfilment of the
controllers obligation to respond 10 requests to exercise dats subjects’ righis;

Ansint the cantraller in complying with the obligationd in Articled 32-36 {(Security, data protection impiact
assessments and breach notification), considering the nature of the procesting

At the ehoien of tha contraller, delete or return all personal data to the controller after the end of the
provisian of data processing services; and

Make avallable to the controller all information necessary to damanstrate compliance with the
obligations laid down In Article 28 and allow for and contribute to audits, Including inspections,
conducted by the contraller ar another auditer mandated by the controller.
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7 Data Protection Pelicy

7.1 GDPR Awaréness

Ballygarvan MNatlonal School will ensure that management and staff are aware of GDPR and are trained

appropriately to thalr duties in respect of processing of personal data as per this data protection policy, The
training and awareness programme will consist of

#  Driefing to all staff;
= Ageneral emall to all staff with the Data Protection Policy,

7.2 Balance of Rights

In using personal data for the operation of the school, we will efdure that we will only use a subject’s data if the
aubiject’s rights do not outwelgh our lawful basis in using that data,

The balance will be assessed by first checking that we have a lawful basis for using the data, and then evaluating
whather disproportionate financial, reputational or social harm could be caused to the individual through our use
af thair data, Wa will achieve this on an angoing basis via the Data Protection Policy and Record of Processing
mathods already explained in this policy,

7.3 Data Protectlon Impact Assessment

Ballygarvan National School will carry out and record an impact assessmant appropriate in scope to the sensitivity
of the personal data being processed. This will identify risks to the data subject, to compliance and to the
organization with respect to GDPR principles. This exercise will be repeated as required Lo, when a change in
practices causes us to re-evaluate the Impact en data privacy,

7.4 Lawful Processing Criterla

Ballygarvan Hatlonal School processes perdanal data in the pursuance of several lawful processing criteria, In all
chses we examing the balance of rights with respect to the use of perdonal data, It is our objective to align our
activities with the rights of the data subject, such that our use of thelr data iz benaficial to the data subject and that
any Incorwenlence ar risk to the data subject 18 minimal In comparison with the benefits there from, Wae have
established our lawful processing criteria in the Data Map & Progessing Activities in Section 8

7.5 Storage and Use of Personal Data

The security of personal data relating to students and staff is a very Important consideration under the GDPR and
i% taken very seriously at Ballygarvan National School. Appropriate security measures will be taken by the school
ta protect unauthorsed access to this data and to the data it is collecting and storing on behalf of the Department
of Education and Skills {DES),

& minimum standard of security will include the following measures:

Accoss to the information will be restricted to authorised staff an a "reed-ta-know” basls,

Marual files will be stored in a relevant filing system, located away from public areas In locked cabinets;
Computerisad data will be held under password pratected files]

Any Information which needs to be disposed of will be done so carefully and thoreughly,

LI T B

£
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Paper based records

Paper based records shall be kept in a secure place whare unauthorised people access it. This also applies to data
that |5 usually stored electronlcally but has been printed out for a valid reason:

L]

7.7

All personnel will ensure that personal data, paper and printouts are not left where unauthorised peaple
could see them,

Whan net required, the paper or files will be keopt in a relevant filing system in a locked secured filing
cabinet or;

Scanned, transfeired 1o and saved on a password protecied folder on the school server / cloud or Aladding
Data will be shredded and disposed of socuraly,

Electronic records

Whar data is stared electranically in the sohaal, It will be pratected fram unauthorised access, accidental deletion
and malicious hacking attempts, so far as (s reasonably practicable:

7.8

Parasnal Data will enly be stored on scheol supplied equipment / infrastructure Le. school supplied
desktop computers / laptops and school supplied cloud starage;

Data will be stored on designated drives and servers and will only be uploaded to approved cloud
cormpuling services,

Data will be protected by strong passwards that are changed regularly;

[ata will bie backed up frequently;

All servers and computers eontalning data will be protected by approved security software and a firewall.

Use of Student Personal Data

We use student's personal data for purpeses including:

thelr applicatian for enrolment;

to provide cur students with approprlate education and suppaort,

o manitar thair academic progress;

to care for thelr health and well-being;

Lo care for our StalT and students,

(o process grant applications, fees and scholarships;

to coordinate, evaluate, fund and organise educational programmes;

o comply with our legal obligations as an education body,

e camply with aur manitaring and reporting abligations 1o Government bodies,
to process appeals, resalve disputes, and defend litigation ete.)

for the safety of our staff and students and for the protection of personal and school property (use of
CET,
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7.9 Use of Staff Personal Data

W use staff personal data (staff) for purposes including:

thair application far smployment;

to provide them with appropriate direction and support in your employment;

o care for thelr health and well-being

to process grant applications, fees and scholarships;

to coordinaté, evaluate, fund and organise educational programmas;

e comply with our legal abligations as an employer,

to comply with aur manitering and reparting ebligations te Government bodias,
to process appeals, resolve disputes, and defend litigation stc,;

for the safaty, health & wellbeing of othaer staff, students and wsitors,

Ballygarvan National School understands that sensitive information may be identified through Garda Vetting, In
the event that an employee's Garda vetting raises concerns, the information will be dealt with on a confidential
Basis, Al infarmation pertaining to duch a situation will be stored in the same way as other dats. The Board of
Managimaent will not pass on a copy of a Garda Vetting Form ta any other party,

7.10 Sharing Personal Data

We do not sell or trade personal identification information to athers, We may share student data with the State
Examinations Commission, the Department of Education and Skills, NCSE, TUSLA, An Garda Slochdna, HSE, the
Departmaent af Soclal Protection, aur Insurance Campany, the Revenue Commissioners & Post Primary Schaols
ete.

Thie level of sharing student personal data and the nature of what 4 shared depend on vanous factors. The
Government bodies to which we transfer personal data to may use that persanal data for their own purposes
tincluding: to verify other information they already hold about a data subject etc.) and they may aggregate it with
other information they already hold about the data subject and their family. We also share your personal data with
other third parties Including our insurance company and ather service providers (including External Paychologlsts,
IT providers, security providers, legal advisors etc.), We are legally required to provide certain records relating to
the progreds of a student (under 18 yeara) in his aducation to the student's parents/guardians, including results of
axaminations,
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7.11 Special Catagories of Data
7.11.3 Children/Studants

Spacial categories of particularly sengitive personal information requires higher levels of protection. The school
thraugh the Department of Education may:

¢ Colleet Information en ethnicfultural background of students with the condent of the parent/guardian
for statistical analysis and reporting In aggregated format for the purposes of soclal indusion and
integration.

. IE','::-IIE-:H, data on the religion of the student with the cansent of the parent/guardian again for enrolment
and statistical purposes,

= Process data related to health in respect of students with special educational needs or a disability for the
pur pose af arsdring that support serviees is made avallable o each ehild, as defined in section 2 of te
Education Act 1998 including psychological services and a level and quality of education apprapriate to
meeting the needs and abilities of that person,

The Department of Education will only process speclal categories data relating to children or students for the
purposes of allocating resources where this is provided for by way of enactment or the Constliution,

7.11.2 School Staff and Retired School Staff

Special categories of particularly senditive parsanal infarmation requires higher levels of protaction, The school
through the Department of Cducation may;

= Process dats on trade unlon membership deductions with the consent of the stalf mambaer,

= Through the consent of the individual, process religious infarmation where the individual wishes to be
addressed by a religlous title 8.p. Father,

= Process information on sick leave but not the nature of the lllness for the purpose of payments to school
staff.

+  Procods data related to health whore the cccupational health service provides infoermation in respect of
applications for retirement on the grounds of Il health,

= Process data related to health when reviewing sample cases as part of an audit of public monies expended
in the accupational health service,

#  Pracess information related to religlon where & porsan wad of 18 part of a religlious arder and the
processing of this data is required under the pension schemes,

7913 Photographs of Students

The school malntaing a database of photographs of school events held over years. It has become customary to
take photos of students engaged in activities and events in the interest of creating a pletorial as well as historical
record of |ife at the school. Photographs may be published on our school website or in brochures, yearbooks,
newsletters, local and national newspapers and similar schoobrelated productions. In the case of website
photagraphs, the student's name will never appear on the website as a caption to the ploture,

Eonsent is requestad from aach parent when enrolling with the school. Should the parent wish to have hisfher

child's phatograph remaved from the scheol webdite, brochure, yearbooks, newslatters &1, at any time, we will
duly comply on recelpt of a written request to the schoal pringpal

£
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8 Data Processing Map & Retention Policy

fvisryone who works for or with Ballygarvan Natlonal School has 4 responsibility for ensuring data is collectad,
stored, and handled appropriately, Each person who handies parsonal data miust engure that it is handled and
procassed in line with this policy and the data protection principles,

Personal Data processed at Ballygarvan National Schaol is summarised in the Data Map along with our legal
justification for processing this data and our Retention Policy for same.

Data maps have been prepared to identify our data processing activities, Staff should refer w the Data Map 1o

ansure that personal is stored correctly as per the policy. This shows what data collected, where it is stared, and
haw it It used,
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Data Protection Pallcy

9 Data Protection Notices

81

Whan Is a Data Protection Notice required?

Whaie information ia belng collected directly from an parent / teacher, a Data Protection Notice mudt b pravided
at the paint at which the data is callected,

9.2

Where information |5 obtalned from another source, a Data Protection Notice must ba providad;

If persanal data is ta be uied to communicate with the data subject, at the latast at the tme of the first
communication with the dats subjects,

if disclosure to anothar recipient is envisaged, at the latest when personal data is first disclosed,

What needs to be includaed in a Data Protection Netice?

Data Protection Motices must contain specific infarmation which informg data tubjects of:

Wi is callocting the data;

Why It Is being collected;

What legal basis is baing relied upon to process the data;
Flaw it will b processed;

How long it will be kept for;

wha it will be disclosed to.

What rights people have in rolation to their own data?

Individuals will alzo be made aware of thair rights as per Section b,

The right to make Subject Accens Reguests (SAds),

Tha fight to have inaccuracies corrected (rectification).

Thie right to have infarmation erased (rght of erasure),

Thie right to restrict the processing of information {restriction),

Thie right to be infarmed on why personal data s pracedsed (notification).
The right ta Data Portability.

The right to abject to processing of perional data {olject),

Tha right nat to be subject to decisions based on automated decision making.
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10 Data Protection Communications

10.1  The Data Protection Policy

This document will be made known to all board of management membars, parents (via the website), employees
ane ataff as the primary source of Data Privacy Policy at Ballygarvan National School,

10.2  Ballygarvan National School Privacy Statemant

Ballygarvan Mational Scheols main methad of informing data subjects and the general public regarding our use of
thielr data |5 the Privacy Statement, The privacy statement will include at a minimum;

¢ dentification of Ballygardan Natienal Schaol as the controller of personal information;
= Adescription of the personal iInformation we hold and use;

& Anexplanation of what we use the infarmation far;

= Who we share the information with;

#  Whare we store the Information;

= How long we keep the infarmation;

= Asummary of the data subjects’ rights as observed by Ballygarvan Mational School,

s Summary Wehnical dotalla rogarding information processing (ncluding cookie use),

Tha Data Privacy Staterment will be formatted appropriately for the medium inwhich itis published.

The Data Privacy Statemant in cantiderad an advisery natice regarding Ballygarvan National School policy, and is
not intended to constitute a contract with any person,

10,3 Rallygarvan Matienal Schoel Wabslte Privacy Statement

Ballygarvan Natlonal School's main method of informing data subjects and the general public regarding its use of
their data whilst on our website will be the Website Privacy Statement, The privacy statamant will include at a
minimum;

«  [dentification of Ballygarvan National School as the contraller of persanal informatien;
+  Adescription of the personal infarmation we Bald and use;
= An explanation of what we use the information for;

= Whiowe share the infarmation with;

= Whire we dlore the Information;

= Howlong we keep the information;

= Asummary of the data subject’s rights as absensed by Ballygaivan Matlonal Schoal)
= Summary technical details regarding information processing {including cookle uia)

The Data Privacy Statemant will be formatted appropriately for the madium in which it |5 published,

The Data Privacy Statemnent |s considered an advisory notice regarding Dallygarvan National School policy, and is
not intended to conttitute & contract with any person,

10.4 Data Privacy and employees

Employees and stafl will be farmally notified of Ballygarvan National School's position with respect to this policy
via a staff briefing.
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108 Communication plan for Privacy Notices

Ballygarvan National School will ensure that staff and external parties are informed regarding our uie of thelr data,
Any subsequent changes to our policy or practices which affect how user's data s processed will be communicated
an per this section,

Employess will be informad directly by emall informing of the change, and with attachments or links to
supplementary infarmation whire required,

Ballygarvan National School's imain vehicle for informing the public of our privacy policy is this data privacy notice
wihich ls publighed on our webdite, This will Be rovised as necessary to endure compliance.

Where certain classes of users (e.g parents/guardians of students) need to be Informed more proactively
regarding our use of thair personal data, we will accomplish this by direct amal to those users. This will be carried

out In advance of the change going live, Where a change of use requires a response, the lack of a response will not
b treated as acceptance.

Frarm time to time |t will be necessary to revise the Data Protection Palley as well as aitaciated Privacy Netice In
response to changes in regulations or evolution of expectations for compllance.

The data privacy statement itself contalns an advisary to users ta check regularly for changes,
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11 Third parties

1.1 Generasl

Ballygarvan Mational School avalls of the services of outside parties who act as Data Processors on our behalf to

ansint us in essantial school processes,

Thisse include but are nat limited 16 software providers & IT contractors,

Ballygarvan Mational School will perform due diligence with respect to any and all such third parties and ensure

that;

= The basis of the relationship s clearly defined and falls under Ballygarvan National School Data Protection

Palicy;

= A Data Processing Agreemant Is in place that strengthens our compliance with the GDPR;
¢ Where data held may not come under GDPR, that 4 non-disclosure agresment protects personal data;

Only providars who are activaly involved in processing personal data will come under scruting,

11.2  Transfers of personal data to non-EEA Jurlsdictions

Our use of third parties may Include entities ourside the ELVEEA who will process personal data of EU residents on

wur behall in the direct exercise of our key school processes, Ballygarvan Natlanal Schaol warrants that the use of
non-EEA services is a school necessity. In these cases, Ballygarvan Matlonal Schoal has identified the following:

Microdaft Mot alwayi Yai

Wik Mot always Yos

Aladdin Wi M/

ESI Mat Yird hi..in

Koimiaar Mot always '|"I|5_ N 1
{Amazon

Servers)

Twitter Mot always You
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12 Data Security Breaches

Whare an incident glved rige ta a rigk of unauthorised disclosure, loss, destruction or altération of personal data,
in manual or electronic farm, the schoal must give iImmaediate consideration o informing those affectad. Such
information permits data subjects to consider the consequences for each of them individually and to take
appropriate meanures,

in appropriate cases, the school will also notify organisations that may be in a position to assist in pratecting data
subjects including, where relevant, An Garda Siochdna, Department of Education etc.

If the data concerned is protected by technological measures such as to make it unintelligible to any perion wha
it not authorised 1o access it, the sehoal may conclude that there is no risk to the data and therefore no need to
infarm data subjects, Such a conclusion would anly Be justified where the technological measures (such as
encryption) were of a high standard.

All incidents of lass of cantral of persanal data in manual or electrenis form by o data processor [CONTTACIAT oF
service provider) must be reported to the school as soon as the data processar becomes aware of the incident

All incidents in which personal data has Bean put at rigk should be reported 1o the Office of the Data Protection
Commissloner (DPC) a5 soon as the school managemant becomes awars of the incident, except when the full
axtant and condequances of the incident has been reported without delay directly to the affected data subject(s)
and it affects no maore than 100 data subjects and it does not include senaitive personal data or personal data of a
financial / sensitve personal nature, If there is any doubt related to the adequacy of technalogical riak-mitigation
middsUres = the school will report the incident to the DPC,

The school will make initlal contact with the DPC within 72 Hours of becarming aware of the incldent, outhning the
circumstances surrounding the incident using the online reparting system, The DPC will make a determination
ragarding the reed far a detalled report and/or subsequaent investigation based on tha natura of the incldent and
thie presence or otherwise of appropriate physlcal or tedhnolagical Security maasures t protect the data,

Should the DPC request the schosl 1o provide a detalled written report of the Incident, the school will 5|:luclf'y a
timeframe for the dellvery of the report based an the nature of the Incident and the information required, Such a
report should reflect careful consideration of the following elements:

s the amaount and nature of the perienal data that has been compromised,

= the action belng taken to secure and / or recover the personal data that has bieen compromised;

= the action being taken ta inform thode affected by the incldent of reasons for the decision not to do so;
= the action being taken to limit damage or distress to those affected by the incident;

& achronology of the events leading up to the leds of contral of the peraonal data;

= and the measures being taken to prevent repetition of the Incident.

Depending on the nature of the incident, the DPC may invedtigate the cireumstances surrounding the personal
data security breach. Investigations may Include on-site examination of systems and pracedures and could lead w
arecommaendation ta inform data subjects about a security breach Incident where thiz school has not already done
so, If necessary, the DPC may wie thelr enfardement pawers to compel appropriate action to protect the Interests
of data subjects,

Cvin where thare 18 no notification of the DPC, the school will keep a summary record of each Incident which has
given rise to a risk of unauthorised disclosure, loss, destruction or alteration of personal data, The record should
include a brief description of the naturae of the incident and an explanation of why the schoal did not consider it
necensary ta infarm the OPC, Such recards ahauld be provided 1o the DPC upon request.
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12,1  PRata Breach Action Plan
1211 Inltlal Assessment of the Incldent

Iedentify ard confirrm vilumes and types of data affected;
Establish what personal data is Involved in the breach;
Identify the cause of the breach;

Ustimate the number of data dubjects affectad;

Establish how the breach can be cantalned;

12.1.2 Contaln and Recovar

«  Establish who within the school needs to be made aware of the breach;

s Establish whether there & anything that can be done (o recover the |osses and limit the damage the
breach could couse;

= Partial or complete systems lockdown;

& Catabiinh if it is appropriste o notify affected individuals immediately {for example where there is a high
level of risk of serious harm to any individual);

12.1.1 Risk to Data Subjects

« Adetalled analysis of volumaes and types of data involved will be undertaken to establish the risk 1o data
subjocts,

12.1.4 Notification

s O the badis of the evaluation of risks and consequences, the Frincipal will decide whathar it Is necessary
to natify relevant stakehalders e,
o the Gardal;
o the Data Subjects affected by the breach;
o the Data Protection Cammissioner,
o the School's Insurers;

= i accordance with the Data Protection Commissioners Code of Practice all ingidants in which Perdonal
Diata has bean put at risk will be reported to the Office of the DPC within 72 hours of the schoaol first
becoming aware of the breach,

s If, following ther assessment described above, it is established that the data breach has been fully and
immuediately natified te the Data Subjects affected and it affects no more than 100 Data Subjects and it
does not include sensitve personal data or personal data of a financial nature, it may not be required o
b notified to the DPC. This will be assessed on an individual basis according te the schools policy on
Data @Breach above, and where there |5 any doubt, legal advice will be sought,

12.1.5 Evaluation and Response

= Followlng any serious Breach of Dats incldent, a thorough review will be undertaken by the Principal and
a report will be prepared, This will identify the strengths and weakneds of the process and will indicate
what areas may need 1o improve,

= Responde may alse include updating the Data Protection Policy and retraining staff,
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13 Subject Access Requests (SARs)

Ballygarvan National School recognises the right of data subjects to request infarmation regarding dats we hold
of thim.

13.1  Data Subject Rights

Data Subijects are entitled 1o abtain, based upon a request made in writing to Ballygarvan National School using
the Sulject Access Request Form' and upan successful verification of their identity, the following Infarmation
abiout thelr own Personal Data:

¢ The purpoies of the callection, procassing, use and storage of thelr Persanal Daca,

s Thi source(s) of the Personal Data, If it was not abtalned from the Data Subjsct;

# This categories of Personal Data stored for the Data Subject,

= The reciplents or catégorles of reciplents to whom the Personal Data has besn or may be transmitted,
along with the location of those reciplents.

= The ervdsagid period of starage for the Persenal Data or the ratienale for determining the storage period,

= The right of the Data subject to)

*  gbject to Processing of thelr Persanal Data,

*  |odge a complaint with the Data Pratection Autharity,

* raguest rectification or eragure of thelr Personal Data,
*  request restriction of Processing of thelr Personal Data,

13,2 Logging Subject Access Roquests

Al requests recelved for access to o rectification of Personal Data must be directed to the Principal, who will log
sach reguest as it is received using the Appendix 7; Subject Access Request Register. The data subject will be asked
to fill aut the Subject Accoss Request Farm,

13.3  Parents making a Subject Access Reguest

Whare a parent/guardian makes an access request an bahall of his/her child {a current of formar student), the
Fight of access is a right of the data subject (.e. it|s the student's right). In such a case, the access materials will be
sant to the parent / guardian who requested them, This means that the access request documentation will be sent
to the address at which the student is registered on the school's records and will be addressed to the parent /
puardian subject to the provisions abovi,

13.4  Third Parties making a Subject Access Regquest

Whure a third party makes an access request on behalf of o ehild (the parent of guardian) the right of access isa
right of the data subject {.e. it | the student's right),

The parent /£ guardian will be required to give parmissian for the perien of arganisation making the reguest on
thieir behalf, Proof of identity will be required to be submitted as part of the Subject Access Request, Once
confirmad, the personal data will be sent to the representative at the address provided,

&
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Raspanding to Subject Access Requosts

& response o each request will be provided within 30 days of the receipt of the written request from the Data
Suilbsject

Appropriate verification must confirm that the requestor s the Data Sublect or their authorised |egal
reprosantativi, Data Subjects shall have the right ta require Ballygarsan Mational Schoal to correct or supplement
erroneous, misleading, outdated, or Incomplete Personal Data,

If Ballygarvan Mational School cannot rexpand fully te the request within 30 days, the Principal shall neverthelass
provide the following informatian to the Data Subject, or thelr authorizod legal repredentative within the dpecified

thiriis:

An acknowledgement of receipt of the request,

Ay infarrmatian lacated to date,

Detalls of any requested Information or modifications which will not be provided to the Data Subject, the
reasoan(s) for the refusal, and any procedures avallable for appealing the declaion,

An estimated date by which any remaining responses will be provided,

Thie name and contact Information of Rallygarvan National Schal individual whe thi Data Subject should
contact for follow up,

Grounds for Exemption / Refusing a Subject Access Raquast

Whare a request is deemed manifestly unfounded/excessive, the school at its discretion may refuse to honour the
riguest, Situations whers this may arlse include, but is not limited to:

Multiple requests from the same persan (the school can walt & reasonable interval bafore having to
Fodpend to the exact Saima dath AcCess request)

Thie prson requesting this data can readily access the data Baing requasted,

Data relating to the Investigation of a criminal offence (where it would prejudice the investigation);
Whare legal prafessional privilege applies to the data (e.g. communications between the organisation and
Its legal advisars for the purposes of sbtaining logal advice);

A disproportionate affort would be invalved;

11,7 Protecting Third Parties

It should b noted that situations may arlse where providing the information requestod by a Data Subject would
disclose Personal Data about another individual. In such cases, iInformation must be redacted or withheld as may
b necessary or appropriate to protect that persen’s rlghts,
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14 Archiving Personal Data

Ballygarvan Mational School will archive personal data wa hold for the purpose of retalning that dats for no longer
than It s outlined in our Data Processing Map, Archiving will take place an an annual basis and will involve the
following steps!

2

Identification of recards (both electronic and paper) which contain parsonal data or sensitive personal
data and thelr location (see Data Processing Map & Retention Policy In Section B);
identification of the purpases) for which the data was originally obtalned |e. why did we collect the data
{soe Data Processing Map & Retention Policy In Sectian B);
Thie alim will be to cansolidate the recards relating to the data subject in one of twe laeations Le, Aladdin
& the archive (studant records) or ESI-MET & the archive (staff records);
Appralsal of the recordy to daterming If they contain persanal data that aj should be retained for a certain
period of timie and disposed of or b) should be retained indefinitely for a specific lawiul purpodss (See Data
Processing Map & Retention Palicy in Section 8).
This step will involve:

a. Consulting the Retention period as outlined in the Data Map & Retentian Palicy in Section 8,

b, Identifying the records for archiving,

¢, Obtain parmissian from the Principal to archive the records.

d. Document the archiving of records,
Onee established, the data subjects files will be placed In an archive box and will be marked as “For
Divposal DDAMMAY Tor records thay will be retained for a specific tme or “Archive Permanently” for
records that will be retained indefinitely,
Consultation should also take place with the Principal for advice on record retention perieds for certain
racords ag needed,
Archived boxes will be held securely in the schoals dedicated archive with restricted access,
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15 Disposal of Personal Data

Ballygarvan National School will conduct a regular feview of the personal data they hold for the purpose of
disposing of redundant persenal data, [Uis recomimendad that such & réview should takie place on an annual basis,
Such a review should invalve the following steps:

a9,

10

1",

12

13

Identification of records (both electranic and paper) which contain personal data of sensitive personal
data (see Data Map & Retention Pollcy in 8
Identification of the purpose(s) for which the data was originally obtained |e, why did we collect the data
{see Data Map & Retention Policy in Section B);
Appraisal of the records to determine if they contain persanal data which is ne longer necessary for the
purposes for which It was originally obtalned: This step will involve:

a.  Conaulting the Retention period as outlined in the Data Map & Retention Policy in Section 8.

b, ldentifying the records for dispasal,

¢ Obtain permission from the Principal to dispose of the records.

d.  Documant the dispaial af recards,
Suitabdis third-party service provider should be contacted to provide a secure erasure and destruction
service Le. confidential shredding through a certified data destruction specialist.
Consultation shauld also take place with the Principal for advice an record retention periods and 1o ensure
that recards are disposed of in a safe, secura and apprapriate manner,
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16 Governance framework

6.1 Supervisory authority
The irish Data Pratection Cammissione 18 our lead supervizory authority under GOPR,

16.2 Monitering Compliance

Dallygarvan Mational Schoal will carry out internal GDOPR compliance audits against school policy and procedures,
W will also arrange audits of our compliance by independent third parties at longer intervals,

All audit records will remain confidential to Dallygarvan Natlonal School and will be shown only to regulatory
autharities on request, Each audit will, as a minimum, as5ess;

= Compliance with Data Protection Palicy in relation te the protection of Personal Data, including:
o The adalgriment of respanaibllities,
o Ralsing awareness;
g Training of Employees;

»  Thi effectivensss of Data Protection related operational practices, including
o Data Subject rights
o Persanal Data incldent management,
&  Personal Data complaints handling

= The level of underitanding of Data Protection Policies and Privacy Motices;

= The currency of Privacy Statements & Motlces,

= The sccuracy of Perdonal Data being stared.

= The conformity of Data Processor activities,

The Data Protection Coordinator, in cooperation with key stakeholders will devise a plan with a schedule for
carrecting any identified gaps within a defined and reasonable time framae,

16.3 Diselplinary Procedure

Breaches of the GOPR or the schools Data Protection Policy may be treated as a matter for discipline and
depending on the serlousness of the breach, and will be dealt with by the Principal in accordance with the School's
Disciplinary Procedure,

Far breaches of the GOPR Reégulations, which da not warcant sueh actian, the emploves will be advised of the issue
and glven a reasonable opportunity to put it right.

In the case of contractors or external service providers, serious breachas of the policies and procedures can and
will be deamed grounds for tarmination of contractual agreements,



